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EXECUTIVE
SUMMARY

Critical infrastructure and national critical functions

are threatened by, vulnerable to, and experience the
consequences of biological attacks, accidents, and
naturally occurring diseases—in other words, they

are at biological risk. Biological events could destroy,
incapacitate, and disrupt critical infrastructure and
prevent our society from both functioning properly and
protecting itself. Illness and death, physical compromise
of sectors, data theft and compromise, just-in-time
inventories, mass gatherings, unprotected transit and
other distribution systems, and poor awareness of
where and how diseases spread are all of concern.
When biological events overwhelm critical infrastructure,
effects on society cascade, further weakening our
country.

Each critical infrastructure sector must:

- Maintain awareness of biological threats;

- Understand how and where they are vulnerable to
biological threats;

- Predict the consequences of a variety of biological
events that would affect their sectors if they
occurred;

- Prevent and deter biological events from occurring
that affect their sectors;

- Prepare for biological events;

- Detect biological events when they occur at or
near their facilities;

- Respond to biological events efficiently and
effectively;

CRITICAL
INFRASTRUCTURE

1 sectors composed
6 of physical and
virtual assets, systems, and
networks vital to national
security, economic security,

and public health and
safety

NATIONAL CRITICAL
FUNCTIONS

public and private
5 5 sector functions that
the United States requires for
the economy and national

public health, safety, and
security



EXECUTIVE SUMMARY

- Work with law enforcement and public health officials, as well as corporate security
professionals, as they investigate the cause and nature of these events;

- Coordinate with public and private sector owners and operators to help their
facilities and the communities in which these facilities reside to recover from
biological events; and

- Mitigate the impact of future biological events by emplacing protections and
measures to help sector facilities and personnel withstand biological attacks,
accidental releases of organisms, and naturally occurring outbreaks.

The Commission held a special focus meeting in July 2018 at the U.S. Chamber of
Commerce to examine the impact of large-scale biological events on business, finance,
and the economy. Chaired by former Representative Jim Greenwood and former Senate
Majority Leader Tom Daschle, the meeting featured experts who addressed biological

risk to the Commercial Facilities Sector, Financial Services Sector, Food and Agriculture
Sector, Healthcare and Public Health Sector, and Transportation Systems Sector. They
described financial impacts of large-scale biological incidents, public-private partnerships,
collaboration in advance of biological events, and what/how critical infrastructure owners
and operators contribute to biodefense.

Based on input received during that meeting and additional research conducted
thereafter, the Commission developed the following policy recommendations to strengthen
the ability of the critical infrastructure community to reduce biological risk by protecting
infrastructure, sharing and securing information, maintaining public works and services,
and ensuring public health and safety. The Commission’s recommendations build on those
found in the Commission’s 2015 report, A National Blueprint on Biodefense: Leadership
and Major Reform Needed to Optimize Efforts (Blueprint for Biodefense) and subsequent
Commission publications.

NEW RECOMMENDATIONS for Biodefense of Critical Infrastructure

- Congress should mandate federal defense of critical infrastructure against
biological threats.

« The Administration should establish a critical infrastructure biodefense program at
the Department of Homeland Security.

- The Department of Homeland Security, sectors, and sector specific federal agencies
should plan to protect critical infrastructure operators and ensure continued
national critical functions during biological events.

« Sectors and sector specific federal agencies should maintain awareness of the
disease environment in which critical infrastructure operates.

« Sectors and sector specific federal agencies should identify and eliminate
vulnerabilities in critical infrastructure to biological threats.



EXECUTIVE SUMMARY

- Sectors and sector specific federal agencies should take action to reduce the
impact of biological events before they occur again.

- Sectors and sector specific federal agencies should ensure execution of national
critical functions by taking sector-specific actions.

SEE APPENDIX FOR SPECIFIC RECOMMENDATIONS

FOR EACH CRITICAL INFRASTRUCTURE SECTOR.

Novel coronavirus 2019 (COVID-19) continues to cause pain and suffering throughout the
United States and the world. Our Nation’s critical infrastruture is still functioning in the

face of this disease, but it is not standing firm. The Administration, Congress, and critical
infrastructure sector owners and operators can head off the sort of complex humanitarian
emergency characteristic of failed nation-states by taking necessary, targeted actions.
The federal government needs to exert leadership and work with it’s private sector and
international partners to manage and reduce biological risk to critical infrastructure now.
We must protect that which enables our society to function from the diseases that threaten
the Nation today, and will continue to threaten it in the future.






IMPACT OF ANTHRAX 2001

ON CRITICAL
INFRASTRUCTURE

In the late 1990s, President William J. Clinton was made aware of the biological threat

to the United States and directed the federal government to take action to prepare for
naturally occurring pandemics and biological attacks. Separately, he was briefed about
multiple threats to the Nation’s critical infrastructure and made infrastructure protection a
top priority. Although the Clinton Administration issued several directives and executive
orders addressing each of these threats, they did not specifically direct the infrastructure
community to help defend the Nation against, or address its collective vulnerability to,
biological threats.

By the time the anthrax events occurred in 2001, however, the healthcare, law
enforcement, military, and public health communities had already begun developing and
implementing biodefense programs, including preparedness for an attack using weapons-
grade biological agents (e.g., anthrax, brucellosis, botulism, plague, tularemia).? Despite
understanding that large-scale biological events (e.g., pandemic influenza) would reduce
the number of people able to operate critical infrastructure at capacity, most critical
infrastructure sectors neither engaged in biodefense nor determined how they would
continue to operate during biological events. As a result, when the anthrax events of 2001
occurred, the critical infrastructure sectors were caught unaware and unprepared.

Beginning with the first mailing on September 18, 2001, the anthrax letters impacted critical
infrastructure. Letters were mailed in the U.S. Postal Service (USPS) and arrived at the
offices of American Media in Boca Raton and NBC News in New York City, infecting people
there who went to local hospitals. The letters disrupted activities at these organizations
that are part of the Commercial Facilities Sector, shutting down newsrooms and media
activities for organizations that were not accustomed to shifting operations to other sites.

Local and federal law enforcement begin investigating these acts of terrorism. These
investigations added greatly to workload for these elements of the Emergency Services
Sector, not just in Florida and New York, but throughout the Nation. Investigating
biological incidents is never easy or straightforward, and at the time, the law enforcement
community lacked needed science and technology to be able to quickly attribute the
source and intent behind these events. The demand for handheld equipment capable

of detecting biological agents (including, but not limited to anthrax) far outpaced the



Figure 1. Impact of the Anthrax Events of 2001
on Critical Infrastructure
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CASE STUDY: IMPACT OF ANTHRAX 2001 ON CRITICAL INFRASTRUCTURE

ability of the Critical Manufacturing Sector and the Defense Industrial Base Sector to
provide or produce such technology that generated valid and reliable results (a challenge
that continues today). Some of the national laboratories assisted with law enforcement
investigations and the application of science to better understand the characteristics of the
anthrax used in these attacks, forcing these elements of the Energy Sector to divert time
and attention to emergency response.

About a month after the initial letters were mailed, more letters containing anthrax arrived
on Capitol Hill on October 15, including to the offices of former Senate Majority Leader
Tom Daschle and Senator Patrick Leahy. More people were subsequently exposed to
anthrax at CBS News (further affecting the Commercial Facilities Sector), postal facilities
in Hamilton, NJ and Brentwood, Washington, DC, and a mailing room at the Department
of State. The letters to Senator Daschle and Senator Leahy shut down the Hart Senate
Office Building and greatly impeded Congressional business for many months afterwards.
The letters also forced the postal and shipping subsector of the Transportation Systems
Sector to stop operations in Brentwood and Hamilton and investigate whether other
facilities were or could be affected. The appearance of a letter containing anthrax at the
Department of State added to the impact on the Government Facilities Sector.

Public health officials sent alerts to the human and animal healthcare communities.
Clinical, local, state, and federal laboratories conducted laboratory testing. Of the

22 people infected, 5 died and 17 recovered from illness due to inhaling anthrax. The
demand for Ciprofloxacin and Doxycycline (two antibiotics used to treat patients with
anthrax) skyrocketed, creating an unforeseen demand on the pharmaceutical subsector
of the Chemical Sector (and Healthcare and Public Health Sector) that it could not meet
immediately. The anthrax letters also placed an enormous burden on the Healthcare and
Public Health Sector. The limited capacity of the public health community to respond
placed a great strain on federal and non-federal assets alike, draining already limited
budgets and human resources.

While more anthrax letters were sent and cross-contamination of mail began infecting people
who were not intended recipients of the original letters, public demand for information
exceeded that provided by the government and the media. The public turned to the

Internet, greatly increasing the load on servers, generating opportunities for the spread of
misinformation and disinformation, and creating enormous inefficiencies in the Information
Technology Sector. The instability produced by poor communications and Internet-driven
mass panic affected the stock market and became an issue with which the Financial Services
Sector had to contend, especially after the discovery that anthrax could survive on banknotes.

Over the course of the next seven years, law enforcement, postal service, and public
health investigations continued. On July 29, 2008, Bruce E. lvins (a scientist who
conducted research at the U.S. Army Medical Research Institute of Infectious Diseases



CASE STUDY: IMPACT OF ANTHRAX 2001 ON CRITICAL INFRASTRUCTURE

in Fort Detrick, Maryland), suspected of perpetrating these attacks, committed
suicide. Scientific reviews continued until the Department of Justice, Federal Bureau
of Investigation (FBI), and U.S. Postal Inspection Service formally concluded their
investigation in 2010, almost nine years after the letters were originally mailed.?

The cost of testing, remediation, and prevention of further anthrax contamination
exceeded $1 billion.* These costs included $320 million for decontamination® and $177

million for medical services.®

The anthrax events of 2001 impacted 11 critical infrastructure sectors. AllL 16 critical
infrastructure sectors remain at biological risk today.



CRITICAL INFRASTRUCTURE

AND FUNCTIONS
AT BIOLOGICAL RISK

There are certain physical and virtual assets, systems, and
networks, as well as certain public and private sector functions,
that the United States requires for national public health, safety,
security, and economy. We use the terms critical infrastructure’
and national critical functions,® respectively, to describe

these, noting that their destruction, incapacitation, disruption,
corruption, or dysfunction would negatively impact our society.
Infrastructure security utilizes both constructs to protect and
enable our society to function.

Utilities and their extensions (e.g., power stations, the energy

grid) often come to mind immediately when talking about

critical infrastructure, but 16 different sectors comprise critical
infrastructure (see Figure 2) and 55 activities comprise the national
critical functions set (see Figure 3). Most have little more in
common than the labels and value we place on their contributions
to society, except when various critical infrastructure sectors

work together to execute different national critical functions. For
example, the effective execution of the national critical function to
provide medical care requires the efforts of the Healthcare and
Public Health Sector, and the contributions of ten other sectors.®

The critical infrastructure sectors and national critical functions
are all at biological risk (see Figure 4). Obviously, the illnesses
and deaths associated with large-scale biological events affect
critical infrastructure operators the same as with the rest of

the population. For this reason, in March 2020, towards the
beginning of the novel coronavirus 2019 (COVID-19) pandemic,
the Department of Homeland Security (DHS) Cybersecurity and
Infrastructure Security Agency (CISA) issued guidance regarding
the essential critical infrastructure workforce to address this
vulnerability!® Previously, the DHS Office of Infrastructure
Protection examined the impact of pandemic influenza on critical
infrastructure, determining that such a pandemic could greatly
impact available manpower. However, the biological risk to critical
infrastructure is not limited solely to manpower considerations.

Figure 2: Critical
Infrastructure
Sectors
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Figure 3: National Critical Functions™
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The malfunctioning of some sectors could exacerbate the impact of a biological event.
For example, the physical compromise of Dams Sector water retention facilities could
result in standing water that attracts mosquitoes and other vectors of disease. Physical
compromise of the Water and Wastewater Systems Sector could result in inadequate
water treatment and the continued presence of disease-causing organisms. Physical
compromise of laboratories that work with organisms in the Chemical Sector, Food and
Agriculture Sector, and Healthcare and Public Health Sector could result in the release of
organisms to surrounding environments.

Cybersecurity compromises could create confusion and result in the theft of intellectual
property and other information during disease outbreaks when clarity and trustworthy
data are most needed. To manage disease and prevent its spread, we need to know
where it is; how many people, animals, and/or plants have been infected; how many
medicines and essential medical supplies we have on hand and inbound to the country;
what organism we are dealing with; and what countermeasures are, or could be,
effective in preventing and treating the disease. Stealing, corrupting, or changing data
by compromising the Information Technology Sector, Food and Agriculture Sector, and
Healthcare and Public Health Sector could produce disastrous results and render the
Nation incapable of responding effectively. Additionally, malevolent disruption of the
information technology systems used by the Healthcare and Public Health Sector and the
Food and Agriculture Sector could delay the identification of organisms and hamper the
ability of these sectors to track the spread of disease.

COVID-19 revealed the hyper-efficient but just-in-time nature of the global supply
chains. Having been optimized for non-pandemic conditions, supply chains could not
keep up with pandemic demands. In most cases, only two days of additional inventory
were in transit throughout the world before the pandemic began. COVID-19 disrupted
(in some cases, severely) supply chains delivering resources needed to develop
medical countermeasures by the Chemical Sector and Healthcare and Public Health
Sector; produce diagnostic tests and equipment by the Critical Manufacturing Sector
and Nuclear Reactors, Materials, and Waste Sector; and provide medical care by the
Emergency Services Sector and Healthcare and Public Health Sector. The Nation still
suffers from shortages of ventilators and other medical devices, having found that

we cannot obtain them from other countries or produce them in sufficient quantities
ourselves. While availability of other supplies seems to have returned to pre-pandemic
levels, the supply chains carrying them do so tenuously.

All critical infrastructure sectors are targets for biological attacks, but some are more
attractive than others. The Commercial Facilities Sector and the Government Facilities
Sector host gatherings that are a matter of national pride and identity. Large-scale,
high-profile events such as the Super Bowl (held at a commercial venue) and July 4
celebrations (held at public venues, such as the National Mall) make attractive targets and

11



Figure 4. Source of Biological Risk by Critical Infrastructure Sector
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have long been of concern. A biological event affecting key elements of the Government
Facilities Sector (e.g., Congress) could greatly affect continuity of government and possibly
continuity of society.

Biological attacks on/using subway systems and other modes of transportation are also
worrisome and have been modeled™ with exercises occurring in subway systems as far
back as the 1960s.” Influenza virus can survive on banknotes, which suggests that other
organisms, including some biological agents, could use the Financial Services Sector

to spread disease intentionally. Even without spreading disease through the sector, a
significant biological event would result in the stock market dropping dramatically in a
very short period of time, greatly affecting the Financial Services Sector as well as the
national and global economies. A biological attack on agriculture (including food), would
create shortages in the Food and Agriculture Sector.

Some sectors would have higher rates of exposure to a disease because they would be
involved in the treatment and care of the exposed and ill. People and animals seeking
treatment would increase risk to the Emergency Services Sector, Food and Agriculture
Sector, and Healthcare and Public Health Sector workforces. Our Nation’s hospitals ran
close to capacity on a daily basis before COVID-19 and during the worst of the pandemic,
the Healthcare and Public Health Sector had to run over capacity. Police, firefighters, and
paramedics responding to other emergencies occurring in disease-ridden areas also put
the Emergency Services Sector at greater risk of exposure, especially when not informed
by the Food and Agriculture Sector and the Healthcare and Public Health Sector as to the
geographic location of diseases and where they are expected to spread.

When it comes to a biological event and the spread of disease, it is highly unlikely that just
one sector will be affected. An event might affect a few sectors directly, with cascading
and indirect impacts affecting other critical infrastructure sectors. Further complicating
matters, multiple sectors often need to execute national critical functions together. A
biological event could affect sectors in different ways and to varying extents, making it
impossible for them to pull together efficiently.

The biological risk to critical infrastructure is too great to ignore. As biological events
continue to threaten the Nation, we must defend critical infrastructure against biological
threats, eliminate sector vulnerabilities to disease, and prevent consequences for society
that would weaken our country.

13






BIODEFENSE OF CRITICAL
INFRASTRUCTURE

With the passage of the Homeland Security Act in 2002, Congress made DHS responsible
for protecting critical infrastructure and working in concert with other federal departments
and agencies with particular responsibilities for certain sectors (referred to as sector
specific agencies or sector risk management agencies). DHS is also the (or a) Sector

Risk Management Agency for 10 sectors.® DHS began reducing biological risk to critical
infrastructure when former Secretary of Homeland Security Janet Napolitano assigned this
responsibility to the DHS Office of Infrastructure Protection. This office did not establish a
formal biodefense program, but leadership did assign a few personnel and resources to
reduce biological risk to critical infrastructure. For slightly more than a decade, the Office
of Infrastructure Protection and later CISA:

- Reported biological incidents that affected critical infrastructure;
« Coordinated critical infrastructure responses to biological incidents;
« Protected chemical facilities from biological threats;

« Reached out to, and assessed the vulnerability of, critical infrastructure facilities that
house biological materials;

- Maintained awareness of biological threats to special events and mass gatherings;
- Shared biological information with the sectors;

- Lead and coordinated the installation of biological detection systems in some high
value critical infrastructure;

« Provided input to national and DHS policy documents that addressed the biological
threat to critical infrastructure in part or whole;

- Established partnerships to address biological risk for critical infrastructure;

- Implemented (working with private sector critical infrastructure partners) DHS
biological incident preparedness requirements;

« Provided input to DHS management regarding vaccination requirements for first
responders and other critical infrastructure personnel that would be called upon to
respond immediately during biological events;

- Informed the prioritization of vaccine allocations to the sectors;

- Conducted biological risk assessments and estimates;

- Provided biological modeling, simulation, and analysis;

- Identified Infrastructure of Concern affected by biological incidents; and

« Conducted Enhanced Critical Infrastructure Protection security surveys.

15



BIODEFENSE OF CRITICAL INFRASTRUCTURE

Ten years after these activities began, COVID-19 came to the United States. CISA realized
that the pandemic would create shortages of human and other resources, making it
difficult for any of the critical infrastructure sectors to operate at normal capacity and
impeding the execution of national critical functions. The Commission commends CISA for
developing and releasing guidance to identify those essential positions in each sector that
were of greatest need of immediate protection® The Commission also believes, however,
that CISA and each of the sectors could have managed the biological risk posed by
COVID-19 much earlier had they maintained the risk reduction activities described above.

CISA must eliminate the inefficiency created by only occasionally assessing, reducing,
and managing biological risk to U.S. critical infrastructure and the effective execution of
national critical functions. In accordance with A National Blueprint for Biodefense" the
Commission now makes the following new recommendations:

RECOMMENDATION: Congress should mandate federal defense of critical
infrastructure against biological threats.

DHS cannot ensure biodefense of all critical infrastructure sectors and reduce the
impacts of biological events on national critical functions by itself. Therefore, Congress
should direct the Secretary of Homeland Security, in coordination with the Secretary of
Agriculture, Secretary of Defense, Secretary of Energy, Secretary of Health and Human
Services, Secretary of Transportation, Secretary of the Treasury, Administrator of the
Environmental Protection Agency, Administrator of the Food and Drug Administration,
and Director of the General Services Administration (as sector specific federal agencies),
to develop and implement plans to defend the critical infrastructure for which they are
responsible against biological threats.

RECOMMENDATION: The Administration should establish a critical
infrastructure biodefense program at the Department of Homeland
Security.

Considering the importance of critical infrastructure to our country, the President

should direct the Secretary of Homeland Security to formally establish a biological risk
management program at CISA to: (1) identify biological risk management activities in
which it previously engaged that would be helpful to reinstate permanently; (2) use the
Agency’s partnerships with the intelligence and law enforcement communities to obtain
the actionable intelligence and information it needs to make decisions about protecting
critical infrastructure from biological threats; (3) establish in-house subject matter expertise
and analytical capability to support infrastructure biodefense requirements; (4) lead
coordination of cross-sector biological risk management activities for national critical
functions; (5) inform proactive risk management; and (6) inform emergency management.

16
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The Secretary of Homeland Security should also require the Director of the
Cybersecurity and Infrastructure Security Agency to: (1) report information to sector
specific federal agencies about disease events that affect, or could affect, critical
infrastructure assets in all 16 sectors, and private sector owners and operators; (2)
determine what should be done if a naturally occurring disease outbreak, accidental
pathogen release, or biological attack significantly affects critical infrastructure; (3)
identify national critical functions most vulnerable to biological threats; and (4) work
across all sectors to manage biological risk.

RECOMMENDATION: Sectors and the Department of Homeland Security
Should Plan to Protect Critical Infrastructure Operators and Ensure
Continued Critical Functions During Biological Events

After COVID-19 spread to the United States, CISA produced guidance to help sectors
identify essential critical infrastructure workers and direct limited resources for their
protection during the pandemic.® Manpower reductions may be due to stay-at-home
orders of the sort implemented during COVID-19, but all sectors must also consider the
very real possibility that other diseases may also strike, sicken, and kill workers.

Sectors should, at a minimum, use their experiences with COVID-19, the 2009-2010
H1N1 influenza pandemic, and the anthrax events of 2001 to estimate needs for personal
protective equipment (PPE), essential medical supplies, and cleaning materials. The
sectors should utilize a scenario for an extremely virulent pandemic (e.g., smallpox).
While each sector may not be able to obtain, stockpile, and provide everything their
employees need to remain healthy and keep infrastructure running, sector leadership
can determine requirements in advance and obtain what they need in order to provide
and support their most essential critical infrastructure workers. The Director of the
Cybersecurity and Infrastructure Security Agency should identify core supplies and
medicines, estimate costs to procure and distribute them, and report this information
annually to Congress and sector leaders.

Scenario-based planning is not new to the private sector. Shell Oil began scenario-
based planning in the 1970s for the purpose of identifying in advance what they would
need to maintain continuity of operations during a variety of situations.” The Director

of the Cybersecurity and Infrastructure Security Agency should work with all Sector
Coordinating Councils to develop and examine biological scenarios and determine

what the sectors can do to prevent the use of their assets to perpetrate and exacerbate
biological events. In addition, all companies that comprise each critical infrastructure
sector should develop biological scenarios and plan accordingly. These plans should be
as specific as possible. For example:

17
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- Pharmaceutical companies in the Chemical Sector and Healthcare and Public
Health Sector must develop a strategy that helps them maintain operations safely
and securely before, during, and after a biological event, so that they continue
to provide the antibiotics and other medicines desperately needed for medical
treatment.

» Venues in the Commercial Facilities Sector must develop and implement emergency
action plans for the mass gatherings they host.

« Companies in the Defense Industrial Base Sector must work with the Assistant
Secretary of Defense for Homeland Defense and Global Security and help identify
unclassified assets that should be addressed by the Defense Critical Infrastructure
Protection program, assess vulnerabilities of these assets to biological threats, and
determine how to eliminate those vulnerabilities.

« The Financial Services Sector must review financial industry business continuity
plans to prepare for, respond to, and recover from biological events, pandemics,
and potential resulting degradation of financial services.

« Governmental agencies in the Food and Agriculture Sector must work to include
food and agrodefense requirements in the National Biodefense Strategy.

« The Secretary of Homeland Security, in coordination with the Secretary of Energy,
Secretary of Agriculture, and Secretary of Health and Human Services must develop
a pandemic preparedness plan for the Nuclear Reactors, Materials, and Waste
Sector to ensure the Nation has the radioisotopes it needs for medical diagnostic
tests and can use U.S. commercial and non-commercial nuclear facilities to sterilize
medical equipment.

RECOMMENDATION: Sectors and sector specific federal agencies should
maintain awareness of the disease environment in which critical
infrastructure operates.

Diseases like COVID-19 still take the United States by surprise. The Centers for

Disease Control and Prevention (CDC) and other federal agencies undertake numerous
biosurveillance activities, but their efforts rarely result in comprehensive ongoing
analysis. Most information flows upward from localities to the federal government,
which usually only presents national disease pictures during biological events (i.e.,

not proactively). The critical infrastructure community cannot expect that the federal
government will know where disease is occurring at any given moment or that it will
communicate information it does possess directly to the sectors. When biological events
begin to affect infrastructure and national security, CISA may decide to monitor the
spread of disease and communicate relevant information to the sectors. However, CISA

18



BIODEFENSE OF CRITICAL INFRASTRUCTURE

may have other priorities, especially if the agency assumes that other federal programs
(e.g., those implemented by the DHS National Biosurveillance Integration Center) are
responsible for doing so.

Critical infrastructure sectors that pay attention to the environments in which their facilities
operate, and how diseases factor into those environments, can reduce the impact of
biological events on their ability to operate, save money, and turn a profit. Therefore, the
sectors should carry out their own disease awareness efforts. For example,

CISA should work with CDC and state, local, tribal, and territorial (SLTT) public
health agencies to determine how biological events affect mass gatherings and
how people leaving these gatherings spread disease throughout the communities
surrounding venues and throughout the country.

Congress should require public health departments that are part of the Healthcare
and Public Health Sector to provide detailed information about where disease is
present and spreading to the Emergency Services Sector so that it can determine
how these biological threats could impact their operations.

The Secretary of Energy should expand the Department of Energy (DOE) Partnering
Service and COVID-19 Technical Assistance Program to enable other members of
the U.S. scientific community to access resources, researchers, experts, intellectual
property, and facilities at the national laboratories (technically part of the Energy
Sector) to address the biological threat.

Congress should direct the Secretary of Agriculture, Secretary of Health and Human
Services, and the Financial Services Sector to monitor biological events and alert
Congress well before those events impact the Sector’s services and the economy.

Congress should fund those national laboratories and academic facilities that are
part of the Nuclear Reactors, Materials, and Waste Sector and possess particle
accelerators to pursue to the use of their high-powered equipment to examine
proteins that comprise illness-causing organisms.

Congress should direct the Secretary of Homeland Security to acquire, procure,
distribute, and employ functional biodetectors in subways and other conveyances
that are part of the Transportation Systems Sector, recognizing the continued
biological threat to transportation systems.

Congress should direct the Environmental Protection Agency (EPA) and CDC to
help wastewater treatment facilities in the Water and Wastewater Sector to test
wastewater and provide another source of data that can help determine where
diseases exist and are spreading.
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BIODEFENSE OF CRITICAL INFRASTRUCTURE

RECOMMENDATION: Sectors and sector specific federal agencies
should identify and eliminate critical infrastructure vulnerabilities to
biological threats.

Every biological event reveals vulnerabilities in critical infrastructure and its ability to
continue operating. COVID-19 most recently revealed vulnerabilities in the supply chain;
ability to deliver medical care, support community health, and provide public safety;

and ability of all sectors to operate with manpower restrictions. Sectors should identify
and eliminate vulnerabilities to biological attacks, accidental releases of organisms from
laboratories and other facilities that contain them, and naturally occurring diseases before
the next biological event occur. While all critical infrastructure sectors are vulnerable to
biological events, the nature of those vulnerabilities (and the actions needed to ameliorate
them) are specific to each sector. For example,

« Congress should direct CISA to work with the Dams Sector to identify any problems
with operating that may result in standing water because it attracts disease-
carrying vectors like mosquitos. The standing water itself need not be infected with
a biological agent, but attracted mosquitos could be, and in turn, they could carry
disease away from the area.

. Congress should direct the Secretary of Health and Human Services to work
with the Healthcare and Public Health Sector to identify all weaknesses and
shortcomings revealed by COVID-19 and conduct a full-scale examination of the
public health system.

« The Secretary of Homeland Security, in coordination with the FBI National Cyber
Investigative Joint Task Force and the Department of Health and Human Services
(HHS) Chief Information Officer to work with the Information Technology Sector
to identify and assess vulnerabilities to healthcare and biomedical research
infrastructure, especially since malevolent actors have exploited numerous healthcare
data system vulnerabilities in the last year and cyberattacks are increasing.

« Congress should establish domestic production of medical isotopes and other
radioactive sources for diagnostics and therapy, so that the United States will no
longer depend so greatly on other countries to provide the medical isotopes it
needs for medical diagnostics and imaging.

» The Secretary of Homeland Security should direct the Administrator of the
Transportation Security Agency to work with the Commandant of the U.S. Coast
Guard, Chief Executive Officer of Amtrak, Postmaster General of the U.S. Postal
Services, Chief Executive Officers of commercial postal and shipping carriers, and
other subsectors to prevent and control the spread of disease throughout the
Transportation Systems Sector. All transportation conveyances (i.e., not just aviation)
are vulnerable to the introduction and spread of disease.
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BIODEFENSE OF CRITICAL INFRASTRUCTURE

RECOMMENDATION: Sectors and sector specific federal agencies
should take action to reduce the impact of biological events before
they occur again.

When natural disasters like earthquakes occur, localities take action to prevent them
from affecting communities as badly when they occur again. This preventive work is
called mitigation. There is no reason for the critical infrastructure community to assume
that COVID-19 will be a once-in-a-century event, especially considering the increasing
frequency of biological events over the last 50 years. What is required to mitigate the
impacts of biological events on critical infrastructure varies by sector. For example,

. Congress should direct the Chairman of the Federal Communications Commission
(part of the Communications Sector) to work with fixed-wireless Internet service
providers to ensure that rural, tribal, and territorial communities can access
broadband permanently (enabling them to isolate as required during biological
events).

« Congress should direct the Secretary of Energy to work with the Energy Sector to
anticipate, articulate, and prepare for the same and greater energy demands that
occurred during COVID-19 for all future pandemics and other biological events.

« Congress should direct the HHS Assistant Secretary for Preparedness and
Response to provide Hospital Preparedness Program grants to the Healthcare
and Public Health Sector to reinforce the stratified hospital system they piloted
previously in some regions of the country and informally established by hospitals
in response to COVID-19, to ensure that different levels of hospitals are able
to treat and refer patients with novel diseases and illnesses caused by future
biological threats.

« Congress should direct the Transportation Security Administration (TSA) (in
coordination with the CDC and Federal Aviation Administration (FAA)) and the
Department of Transportation (DOT), (in coordination with the CDC and TSA) to
issue public health rules and regulations for transportation conveyances, so
that they can reduce the impact on the Transportation Systems Sector when
biological events occur again in the future that take advantage of the rapidity and
vulnerabilities associated with national and global transit.
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BIODEFENSE OF CRITICAL INFRASTRUCTURE

RECOMMENDATION: Ensure execution of national critical functions by
taking sector-specific actions

All critical infrastructure sectors and sector specific federal agencies must:

- Maintain awareness of biological threats;
- Understand how and where they are vulnerable to biological threats;

- Predict the consequences of a variety of biological events that would affect their
sectors if they occurred;

- Prevent and deter biological events from occurring that affect their sectors;
- Prepare for biological events;

- Detect biological events when they occur at or near their facilities;

« Respond to biological events efficiently and effectively;

- Work with law enforcement and public health officials, as well as corporate security
professionals, as they investigate the cause and nature of these events;

- Coordinate with public and private sector partners to help their facilities and the
communities in which they reside recover from biological events; and

- Mitigate the impact of future biological events by emplacing protections and
measures to help their facilities and personnel withstand attacks, accidents, and
naturally occurring outbreaks.

RECOMMENDATIONS SPECIFIC TO EACH CRITICAL

INFRASTRUCTURE SECTOR FOLLOW IN APPENDIX A.

Conclusion

We depend on critical infrastructure and suffer when biological threats exploit sector
vulnerabilities and create consequences for which we are unprepared. When biological
events occur, they affect many (if not all) critical infrastructure sectors and put our national,
economic, and public health security in jeopardy. DHS bears a great deal of responsibility
in this arena and should continue to build on previous activities to manage and reduce
biological risk to critical infrastructure. However, all other sector specific federal agencies,
as well as the owners and operators of the individual sectors, must also devote resources
to help defend critical infrastructure against biological threats.

Our Nation’s critical infrastructure stands, but it does not stand firm, in the face of COVID-19.
Targeted action by Congress, the Administration, and the private sector today will alleviate

the strain caused by the next biological event, prevent cascading failures throughout critical
infrastructure, and reduce the pain and suffering disease inflicts on the country.
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APPENDIX:

RECOMMENDATIONS
BY SECTOR

COVID-19 has created an opportunity to address shortcomings in the ability of critical
infrastructure and society to withstand the effects of biological events. DHS CISA
hurriedly developed and released guidance to assist critical infrastructure owners
and operators in identifying their most essential workers who must be protected at all
costs during a biological event like COVID-19.2° However, for the most part, the sectors
respond to the pandemic on their own having not prepared sufficiently beforehand.

The Bipartisan Commission on Biodefense developed this report to help each of

the critical infrastructure sectors defend against biological threats. Sector-specific
descriptions, discussions, and congressional jurisdictions follow below. Descriptions
provide a broad overview of each sector, their subsectors, and their sector specific
federal agencies. Discussions briefly address and provide recommenations to improve
each sector’s ability to address biological events. Finally, congressional jurisdictions
address congressional oversight and appropriations for each sector.
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CHEMICAL
SECTOR

SECTOR DESCRIPTION

Chemical Sector facilities convert raw materials into products. The Sector is composed
of the following distinct segments: (1) basic chemicals; (2) specialty chemicals; (3)
agricultural chemicals; (4) pharmaceuticals; and (5) consumer products.?' DHS is the
designated sector specific federal agency responsible for risk management of the
Chemical Sector.

DISCUSSION

The Chemical Sector faced significant challenges throughout the COVID-19 pandemic.
Supply chain disruptions and decreased demand for many chemical products proved
detrimental to numerous segments of the sector.2® In particular, the pharmaceutical
segment of the Chemical Sector (also of the Healthcare and Public Health Sector) suffered
greatly from supply chain disruptions because over 70% of manufacturing sites for
pharmaceutical precursor ingredients are overseas.?* The pandemic caused widespread
drug shortages and crippled the global medical supply chain.?® The Food and Drug
Administration (FDA) reported 114 drug shortages through March 2021.2¢

The pharmaceutical segment of the Chemical Sector plays a critical role in biodefense. It
enables the production of medicines and medical countermeasures necessary for disease
treatment. During a biological event, activities and facilities that enable pharmaceutical
research, development, and production must be protected and, if possible, strengthened.
In September 2020, CISA, the FBI Weapons of Mass Destruction Directorate, and

the Defense Threat Reduction Agency collaborated to produce a guide for chemical
companies and facilities to help them maintain operations safely and securely before,
during, and after a pandemic.?”

Unfortunately, this document does not contain any specifics for the pharmaceutical
segment. While it is important for the sector to greatly emphasize the Chemical Facility
Anti-Terrorism Standards program,? neither CISA nor the sector can do so to the exclusion
of other activities, including biodefense.
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the Chemical
Sector Coordinating Council to develop and examine biological risk and threat scenarios
and determine what the sector can do to prevent the use of its assets to perpetrate and
exacerbate biological events.

RECOMMENDATION: The Secretary of Homeland Security, acting through the Director

of the Cybersecurity and Infrastructure Security Agency, and in coordination with the
Administrator of the Environmental Protection Agency, should work with the Chemical
Sector Coordinating Council to provide a dedicated forum for all organizations that
comprise the sector to develop requirements to protect the entire sector and their
facilities against biological events, identify sector vulnerabilities in need of strengthening,
continue operations during biological events, and prevent the loss of intellectual
property. The Director of the Cybersecurity and Infrastructure Security Agency

should report results (including identified strengths and weaknesses) from, and make
recommendations to address problems revealed during, these fora.

RECOMMENDATION: Congress should amend the Homeland Security Act of 2002 (P.L. 107-
296, 116 Stat. 2135, 6 U.S.C. 298) to direct the Secretary of Homeland Security, acting
through the Director of the Cybersecurity and Infrastructure Security Agency, and in
coordination with the Commissioner of the Food and Drug Administration, the Assistant
Director of the Federal Bureau of Investigation Weapons of Mass Destruction Directorate,
and the Director of the Defense Threat Reduction Agency, to work with pharmaceutical
companies to develop a strategy that helps them maintain operations safely and
securely before, during, and after a biological event. This strategy should draw from

the experiences of the COVID-19 pandemic and provide recommendations to prevent
pharmaceutical supply chain failures in anticipation of future biological events.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Homeland Security
COMMITTEES: Senate Committee on Homeland Security and Governmental Affairs

House Committee on Energy and Commerce
Senate Committee on Energy and Natural Resources

IOV IO B Homeland Security
SUBCOMMITTEES:
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COMMERCIAL

FACILITIES
SECTOR

SECTOR DESCRIPTION

The Commercial Facilities Sector includes privately owned and operated business,
entertainment, lodging, and shopping venues that host publicly accessible mass
gatherings. The Commercial Facilities Sector is composed of the following subsectors:
(1) entertainment and media; (2) gaming; (3) lodging; (4) outdoor events; (5) public
assembly; (6) real estate; (7) retail; and (8) sports leagues.? DHS is the designated
sector specific federal agency responsible for risk management of the Commercial
Facilities Sector.*°

DISCUSSION

Many commercial facilities host mass gatherings. As such, they are at greater risk for
biological attacks and could amplify the spread of disease. During COVID-19, public health
restrictions affected these facilities first and they had to cancel events. The resulting
economic impact clearly underscores the need for the sector to plan for biological events
that affect their facilities.

The pandemic also illuminated the public service role the Commercial Facilities Sector
can play during response to biological events.’ Commercial facilities can provide surge
capacity when outbreaks overwhelm Healthcare and Public Health Sector assets. For
example, during the COVID-19 pandemic, states across the Nation converted field houses,
stadiums (including National Football League stadiums), arenas, and parking lots into
testing centers, field hospitals, and morgues.®2 Commercial facilities also must actively
engage in biodetection and biosurveillance efforts since disease outbreaks could start
there (a famous example is that of an outbreak of Legionella, which began at an American
Legion convention with 4,000 in attendance over three days in 1976%) and the mass
gatherings they host could become superspreader events.?*
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the Commercial
Facilities Sector Coordinating Council to develop and examine biological risk and threat
scenarios and determine what the sector can do to prevent the use of its assets to
perpetrate and exacerbate biological events.

RECOMMENDATION: The Secretary of Homeland Security should direct the Director of the
Cybersecurity and Infrastructure Security Agency to work with the CDC and SLTT public
health agencies (local to each venue) to gather and analyze data to determine the effect
of biological events on mass gatherings and the resulting relationship with increased
spread of disease throughout surrounding communities.

RECOMMENDATION: Congress should amend the Homeland Security Act of 2002 (P.L. 107-
296, 116 Stat. 2135, 6 U.S.C. 298) to direct the Secretary of Homeland Security to take

the unique needs of National Special Security Events, other special events of national
significance,® and large-scale events hosted at commercial venues into consideration,
and develop biodetection technology (other than Department of Homeland Security
BioWatch detectors) appropriate for use at venues and surrounding locations where these
events occur.

RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the Commercial
Facilities Sector Coordinating Council to: (1) provide a dedicated forum for facilities to
develop and issue guidance for venues at which special events and mass gatherings are
held, to prevent, prepare for, detect, respond to, recover from, and mitigate biological
events; and (2) provide technical assistance to commercial venues to help them develop
emergency actions plans for the mass gatherings they host.

CONGRESSIONAL JURISDICTION
AUTHORIZATION House Committee on Homeland Security
COMMITTEES: Senate Committee on Homeland Security and Governmental Affairs

IO 0] I Homeland Security
SUBCOMMITTEES:
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COMMUNICATIONS
SECTOR

SECTOR DESCRIPTION

The Communications Sector enables all other sectors to function and uses interrelated
terrestrial, satellite, and wireless transmission systems to access voice, video, and data
services. The sector is composed of the following segments: (1) broadcasting; (2) cable;
(3) satellite; (4) wireless; and (5) wireline.® DHS is the designated sector specific federal
agency responsible for risk management of the Communications Sector.”

DISCUSSION

Demands upon the Sector greatly increased during the COVID-19 pandemic, and the
communications industry expanded to alleviate the strain placed on terrestrial, satellite,
and wireless transmission systems.*® Demand remains high as the COVID-19 pandemic
continues to affect the world, and extra capacity will be necessary if pandemic influenza
and other biological events occur. The sector should anticipate and prepare for the same
and even greater demands during future biological events.

When the Nation transitioned to working from home during the COVID-19 pandemic, we
immediately increased demand, reliance, and pressure on, wireless broadband services.
The Federal Communications Commission (FCC) temporarily increased rural access to
high-speed internet access (known as broadband) to support telework, telemedicine, and
distance learning.®® Without robust wireless broadband services, some areas cannot easily
use teleconferencing platforms to communicate during biological events that prevent
in-person meetings. For example, the Navajo Nation lacked sufficient communications
infrastructure to use these platforms during the COVID-19 pandemic.*°
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of the
Cybersecurity and Infrastructure Security Agency, should work with the Communications
Sector Coordinating Council to develop and examine biological risk and threat scenarios
and determine what the sector can do to prevent the use of its assets to perpetrate and
exacerbate biological events.

RECOMMENDATION: Congress should direct the Chairman of the Federal Communications
Commission to work with fixed-wireless internet service providers to ensure that rural
communities, tribes, and territories can access broadband permanently.

RECOMMENDATION: Congress should build on the FCC COVID-19 Telehealth Program* and
amend the Communications Act of 1934 (47 U.S.C. 151 et seq.) to authorize a broader FCC
Telehealth Program using modern telecommunications technology. Congress should
authorize cross-state licensure for practitioners providing telemedicine and provide
financial assistance to healthcare deliverers to pay for the remote delivery of healthcare,
and to public health professionals to pay for the remote reporting and sharing of
biosurveillance data and information.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Homeland Security
COMMITTEES: Senate Committee on Homeland Security and Governmental Affairs
House Committee on Energy and Commerce

Senate Committee on Commerce, Science and Transportation

PO (o]l Homeland Security
SUBCOMMITTEES:
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CRITICAL

MANUFACTURING
SECTOR

SECTOR DESCRIPTION

The Critical Manufacturing Sector is composed of the following manufacturing
industries: (1) primary metals; (2) machinery; (3) electrical equipment, appliances, and
components; and (4) transportation equipment.*? DHS is the designated sector specific
federal agency responsible for risk management of the Critical Manufacturing Sector.*®

DISCUSSION

President Trump invoked the Defense Production Act (DPA) of 1950 (P.L. 81-774, 50 U.S.C.
84501 et seq.) to order vehicle manufacturers and other manufacturing entities to use their
facilities to produce needed ventilators, PPE, and tests. However, the Trump Administration
only sporadically and narrowly utilized the DPA.** Most of the funding to use the DPA went
to national defense (not pandemic response). The Trump Administration also attempted to
use the DPA to compel companies to expedite PPE manufacturing.*® President Biden also
invoked the DPA to address the pandemic shortly after entering office to boost production
of vaccines, point-of-care tests, and PPE.**# The Biden Administration used it to expand
vaccine production through a manufacturing collaboration between competitors Merck
and Johnson & Johnson.*®

Some of the differences between the Biden and Trump Administrations approaches
reflected differing needs during each stage of the pandemic.*® For instance, the Trump
Administration’s use largely focused on ventilators that were urgently needed when
COVID-19 began spreading throughout the United States, while the Biden Administration
shifted focus to vaccine production after the FDA issued emergency use authorizations for
several vaccines in late 2020 and early 2021.

30



RECOMMENDATION: The Secretary of Homeland Security, acting through the Director

of the Cybersecurity and Infrastructure Security Agency, should work with the Critical
Manufacturing Sector Coordinating Council to develop and examine biological risk and
threat scenarios and determine what the sector can do to prevent the use of its assets to
perpetrate and exacerbate biological events.

RECOMMENDATION: Having observed how hard it was to shift manufacturing from cars to
ventilators, Congress should amend the Homeland Security Act of 2002 (P.L. 107-296,
116 Stat. 2135, 6 U.S.C. 298) to direct the Secretary of Homeland Security, acting through
the Director of the Cybersecurity and Infrastructure Security Agency, to work with the
Critical Manufacturing Sector Coordinating Council to provide a forum to plan for similar
requirements during pandemics and other large-scale biological events. While this
Council cannot predict every type of equipment that might be needed, they can at least
identify common factors for consideration (e.g., intellectual property rights, additional
training, regulatory approvals, unique safety requirements, software). The plan should
also address the need to learn from, and establish partnerships with, medical and
biotechnological manufacturing companies in advance of biological events.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Homeland Security
COMMITTEES:

Senate Committee on Homeland Security and Governmental Affairs

Al BE Homeland Security
SUBCOMMITTEES:
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DAMS
SECTOR

SECTOR DESCRIPTION

The Dams Sector is responsible for water retention and control to provide for: (1)
hydroelectric power generation; (2) municipal and industrial water supplies; (3)
agricultural irrigation, sediment, and flood control; (4) river navigation for inland bulk
shipping; (5) industrial waste management; and (6) recreation.®® DHS is the designated
sector specific federal agency responsible for risk management of the Dams Sector.>

DISCUSSION

While the usual operation of the Dams Sector does not carry with it many implications
for biodefense, the malfunctioning of the Sector does. Improperly managed dams could
affect the environment in ways that make it easier for diseases to spread. Dams that do
not release water consistently could create standing water covering large geographic
areas. Standing water attracts mosquitoes, which in turn could be disease vectors. These
conditions could also increase the amount of pathogens in the water.

Dam failure could impact public health.>? The loss or loss of control of the water supply
and power would prove particularly detrimental during a biological event anywhere dams
provide either. The sector greatly affects public health and manipulation or destruction of
sector assets could be part of a biological attack, especially on the food supply.
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the Dams Sector
Coordinating Council to develop and examine biological risk and threat scenarios and
determine what the sector can do to prevent the use of its assets to perpetrate and
exacerbate biological events.

RECOMMENDATION: Congress should amend the Homeland Security Act of 2002 (P.L.
107-296, 116 Stat. 2135, 6 U.S.C. 298) to direct the Director of the Cybersecurity and
Infrastructure Security Agency—in coordination with the Department of Health and
Human Services Assistant Secretary for Preparedness and Response, Department

of Agriculture (USDA) Assistant Secretary for Administration, and Food and Drug
Administration Director of the Center for Food Safety and Applied Nutrition—to articulate
how the Dams Sector contributes to public health and biodefense (especially with respect
to food safety) and take steps to strengthen those contributions and better secure the
sector.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Homeland Security
COMMITTEES:

Senate Committee on Homeland Security and Governmental Affairs
House Committee on Transportation and Infrastructure

Senate Committee on Environment and Public Works

House Committee on Natural Resources

Senate Committee on Energy and Natural Resources

Senate Committee on Indian Affairs

House Committee on Agriculture

Senate Committee on Agriculture

N\l ple) k| Homeland Security
SUBCOMMITTEES:

Interior, Environment, and Related Agencies
Energy and Water Development, and Related Agencies

Agriculture, Rural Development, Food and Drug Administration, and Related
Agencies
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DEFENSE

INDUSTRIAL BASE
SECTOR

SECTOR DESCRIPTION

The Defense Industrial Base Sector meets U.S. military requirements for military
weapons systems, subsystems, and components or parts needed to mobilize, deploy,
and sustain military operations through: (1) research and development; and (2) design,
production, delivery, and maintenance.® The Department of Defense (DOD) is the
designated sector specific federal agency responsible for risk management of the
Defense Industrial Base Sector.>

DISCUSSION

COVID-19 delayed the development and delivery of some military supplies and
programs.5>%¢ The Defense Industrial Base has overcome supply chain disruptions and
challenges associated with social distancing. However, should the pandemic become
more severe, additional diseases compound COVID-19, or another biological event
occur before COVID-19 declines, unavoidable delays and precautions would affect the
warfighter and our national defense.

DOD does not identify critical infrastructure assets (including networks, assets, and
associated dependencies) that it considers critical for the Department’s operations or
defense of the Nation in the same way that civilian sector specific agencies do® or to the
same extent. The Defense Critical Infrastructure Program also does not receive as much
attention as its civilian counterpart (DHS CISA). The Program depends on the Defense
Industrial Base, the critical infrastructure assets the Defense Industrial Base owns and
operates, and the interdependencies between defense industrial and civilian critical
infrastructure.

34



RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the Defense
Industrial Base Sector Coordinating Council to develop and examine biological scenarios
and determine what the sector can do to prevent the use of its assets to perpetrate and
exacerbate biological events.

RECOMMENDATION: Through the annually reauthorized National Defense Authorization
Act, Congress should direct the Under Secretary of Defense for Policy to collaborate
with the Joint Staff, combatant commands, military services, other defense agencies, and
the Defense Industrial Base Sector Coordinating Council to compile a list, and provide
that list to Congress annually, of all DOD- and non-DOD-owned unclassified, classified,
and Special Access Program?® critical infrastructure (including networks, assets, and
associated dependencies) necessary for DOD to fulfill its responsibilities to fulfill the
National Biodefense Strategy,® National Defense Strategy,*® and National Security
Strategy® with regard to defending the United States and its interests overseas from
biological threats.

RECOMMENDATION: Through the annually reauthorized National Defense Authorization Act,
Congress should direct the Assistant Secretary of Defense for Homeland Defense and
Global Security to work with the Defense Industrial Base Sector Coordinating Council to:
(1) produce a list of unclassified assets addressed by the Defense Critical Infrastructure
Protection program; (2) assess vulnerabilities of these assets to biological threats; (3)
determine how to eliminate those vulnerabilities; and (4) provide this information to
Congress annually.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Armed Services
COMMITTEES:

Senate Committee on Armed Services

e Y [0]\ IS Defense; Military Construction, Veterans Affairs, and Related Agencies
SUBCOMMITTEES:
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EMERGENCY

SERVICES
SECTOR

SECTOR DESCRIPTION

The Emergency Services Sector provides assistance during emergencies and disasters
to save lives, property, and the environment. It is composed of the following disciplines:
(1) law enforcement; (2) fire and rescue services; (3) emergency medical services; (4)
emergency management; and (5) public works.®? DHS is the designated Sector-Specific
Agency responsible for risk management of the Emergency Services Sector.®

DISCUSSION

While the first responders that operate in this sector are the first line of defense (including
biodefense), they are also often the first to provide medical treatment and support the
health of groups and communities impacted by emergencies. Few first responders obtain
epidemiological information directly from their SLTT departments of health. Preexisting
connections between departments are minimal. For its part, the Healthcare and Public
Health Sector does not seem to take the Emergency Services Sector into consideration
beyond certifications for emergency medical services (EMS) volunteers and professionals.

Historically, fusion centers made working with law enforcement a top priority. While they
are trying to work with more sectors, many of the Nation’s fusion centers still do not work
with EMS and other elements of the sector as much as they do with law enforcement.®
The COVID-19 pandemic necessitates increased cooperation and data sharing among
fusion centers, public health, and all emergency services. Relationships established by
fusion centers during the pandemic will be needed again when the next biological event
occurs.

RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the Emergency
Services Sector Coordinating Council to develop and examine biological risk and threat
scenarios and determine what the sector can do to prevent the use of its assets to
perpetrate and exacerbate biological events.
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RECOMMENDATION: Congress should amend the Homeland Security Act of 2002 (P.L.
107-296, 116 Stat. 2135, 6 U.S.C. 298) to require SLTT public health departments to
provide, and relevant Inspectors General to audit the provision of, periodic, detailed
information to law enforcement, fire, emergency medical services, hazardous materials
teams, emergency managers, emergency dispatchers, and public works personnel
regarding biological threats with the potential to impact response operations. The
Federal Emergency Management Agency (FEMA) should make providing this information
a requirement for participation in the DHS State Homeland Security Grant Program and
the Urban Area Security Initiative, to help sector personnel understand the spread and
technical aspects of disease in their areas of operation. The frequency and specificity of
the information shared with emergency services personnel should scale in accordance
with the severity of the biological threat. FEMA should also require grant applicants for
Staffing for Adequate Fire and Emergency Response grants to prioritize the hiring of
firefighters with public health experience.

RECOMMENDATION: Congress should amend the Homeland Security Act of 2002 (P.L.
107-296, 116 Stat. 2135, 6 U.S.C. 298) to direct the Secretary of Homeland Security,
acting through the Under Secretary of the Office of Intelligence and Analysis, to

provide technical assistance to the Nation’s fusion centers to work with state and local
departments of health and agriculture to help the fusion centers determine: (1) where
disease is present; (2) impact of disease on human and animal workforces; (3) the extent
to which personal protective equipment and other measures would be helpful; and (4)
how to modify their operations during biological events.

CONGRESSIONAL JURISDICTION
AUTHORIZATION House Committee on Homeland Security
COMMITTEES: Senate Committee on Homeland Security and Governmental Affairs

House Committee on the Judiciary

Senate Committee on the Judiciary

House Committee on Energy and Commerce

Senate Committee on Health, Education, Labor, and Pensions

House Committee on Transportation and Infrastructure

Senate Committee on Commerce, Science and Transportation
o)y le))\ | Homeland Security

SUBCOMMITTEES: Commerce, Justice, Science, and Related Agencies

Labor, Health and Human Services, Education, and Related Agencies

Transportation, and Housing and Urban Development, and Related Agencies
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ENERGY
SECTOR

SECTOR DESCRIPTION

The Energy Sector enables all other critical infrastructure sectors to function and

is composed of three interrelated segments: (1) electricity; (2) oil; and (3) natural
gas.®The DOE is the designated sector specific federal agency responsible for risk
management of the Energy Sector.%

DISCUSSION

Fluctuating energy demands throughout the COVID-19 pandemic challenged the sector.
Demands for renewable energy sources, residential consumption, and the manufacturing
of medical products and PPE greatly increased. Confinement measures to contain the
spread of the disease, establishment of new supply chains to obtain materials during

the emergency, and waste disposal all created additional demands for energy. Energy
demands decreased for fossil fuels, commercial and industrial entities, and production of
regular goods (e.g., clothes). As lockdown measures lift, demands increase.®’

During the pandemic, DOE established a COVID-19 Innovation Portal and Assistance
Program through its Lab Partnering Service and COVID-19 Technical Assistance Program.®®
These initiatives enabled American innovators to readily access resources and partner
with experts at the National Laboratories to combat the virus.
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director

of the Cybersecurity and Infrastructure Security Agency, should work with the Energy
Sector Coordinating Council to develop and examine biological risk and threat scenarios
and determine what the sector can do to prevent the use of its assets to perpetrate and
exacerbate biological events.

RECOMMENDATION: Congress should amend the Department of Energy Organization Act of
1977 (P.L. 95-91, 91 Stat. 565, as amended) to direct the Secretary of Energy to anticipate,
articulate, and prepare for the same and greater energy demands experienced to-date
during the COVID-19 pandemic for future pandemics and biological events. Current
demand will remain high as COVID-19 continues to affect the world. The Nation will also
need extra energy capacity when pandemic influenza and other biological events occur
in the future.

RECOMMENDATION: The Secretary of Energy should expand the DOE Lab Partnering
Service and COVID-19 Technical Assistance Program to enable the broader (non-DOE)
U.S. scientific community to access resources, researchers, experts, intellectual property,
and facilities at the National Laboratories as it works to address the biological threat.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Energy and Commerce
COMMITTEES: Senate Committee on Energy and Natural Resources

TN [0]\ S Energy and Water Development, and Related Agencies
SUBCOMMITTEES:
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FINANCIAL

SERVICES
SECTOR

SECTOR DESCRIPTION

The Financial Services Sector provides the following products and services: (1) deposit,
consumer credit, and payment systems products; (2) credit and liquidity products; (3)
investment products; and (4) risk transfer products.®® The Department of Treasury is
the designated sector specific federal agency responsible for risk management of the
Financial Services Sector.”

DISCUSSION

Pandemics and other large-scale biological events affect the economy. For example, the
COVID-19 pandemic created a recession in the United States.”” COVID-19 also triggered
one of the worst stock market crashes in U.S. history, with stock markets having to

halt trading several times as markets plummeted.”? The Financial Services Sector has
responded by taking several actions to reduce the economic consequences of this
biological event. For example, the Federal Reserve System’ created temporary U.S. dollar
liquidity swap lines’ with nine central banks’ and kept interest rates close to zero.”®

The impacts of biological events vary widely in severity across the sector and require swift
action to blunt their consequences. Congress passed, and President Trump signed, the
Coronavirus Aid, Relief, and Economic Security Act (P.L. 116-136) to stimulate the economy.
The bill provided fiscal support to the Nation’s employers, consumers, investors, and
governmental organizations. Fiscal stimuli like this are vital to keeping the economy afloat
during a protracted crisis like a pandemic.
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of the
Cybersecurity and Infrastructure Security Agency, should work with the Financial Services
Sector Coordinating Council to develop and examine biological risk and threat scenarios
and determine what the sector can do to prevent the use of its assets to perpetrate and
exacerbate biological events.

RECOMMENDATION: The sector must assume that large-scale biological events are likely
to occur far more frequently than in times past (perhaps annually) and plan to respond
accordingly. Congress must also assume the same. The House and Senate Financial
Services Committees should direct the Secretary of Agriculture and the Secretary of
Health and Human Services to monitor biological events, outbreaks, epidemics, and
pandemics that affect or could affect the United States and alert these Committees
regarding disease events so that they can determine what actions Congress must take to
preserve the economy.

RECOMMENDATION: The Secretary of Treasury, in coordination with the Financial Services
Coordinating Council for Critical Infrastructure Protection and Homeland Security,

and Financial and Banking Information Infrastructure Committee should: (1) identify
significant impacts to the Financial Services Sector during and after biological events
and pandemics; (2) review financial industry plans to prepare for, respond to, and recover
from biological events and pandemics; (3) develop and execute exercises” that address
biological events and pandemics; and (4) require organizations that comprise the sector
to address biological events, pandemics, and potential degradation of financial services
in business continuity plans.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Financial Services
COMMITTEES:

Senate Committee on Banking, Housing, and Urban Affairs
Senate Committee on Finance

01TV I[o]\ NIl Financial Services and General Government
SUBCOMMITTEES:
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FOOD AND

AGRICULTURE
SECTOR

SECTOR DESCRIPTION

The Food and Agriculture Sector produces, processes, and delivers food to humans
and animals and is categorized as follows: (1) supply; (2) processing, packaging, and
production; (3) agriculture and food product storage; (4) agricultural and food product
transportation; (5) agricultural and food processing product distribution; (6) agricultural
and food supporting facilities; (7) regulatory, oversight, and industry organizations;
and (8) other agriculture and food.”® HHS and USDA are the designated sector specific
federal agencies responsible for risk management of the Food and Agriculture Sector.”

DISCUSSION

Diseases threaten plants, animals, and humans. Bad actors have planned biological
attacks against all three. As the Nation deals with the impact of COVID-19 on the human
population, it must also assume that the same or worse could occur with plants and
animals. The negative impact of attacks on food and agriculture would affect the national
and global economies immediately and demonstrably. Wildlife can also serve as sources
or become new reservoirs of disease, complicating response, recovery, and mitigation
from biological events affecting the sector.

When it comes to diseases affecting animal agriculture, the sector often resorts to isolating
infected populations and killing diseased domestic animals through mass culling. This is
ineffective for diseases established in wild populations. Plant diseases can move even
faster and destroy entire crops.

The Secretary of Agriculture and the Administrator of the Food and Drug Administration
have not made biodefense enough of a priority. For example, the USDA biodefense
program is so small that it is often overlooked when other federal government
departments and agencies engage in biodefense activities. The size of this program
seems inversely proportional to the $1 trillion this sector contributes annually to the U.S.
economy.8®
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the Food and
Agriculture Sector Coordinating Council to develop and examine biological risk and
threat scenarios and determine what the sector can do to prevent the use of its assets to
perpetrate and exacerbate biological events.

RECOMMENDATION: In the annually reauthorized National Defense Authorization Act,
Congress should direct the Secretary of Defense, Secretary of Agriculture, Secretary of
Health and Human Services, and Secretary of Homeland Security to incorporate defense
against biological threats to food and agriculture into the National Biodefense Strategy®
and strengthen coordination with federal and state wildlife authorities. The President
should then rescind Homeland Security Presidential Directive 9.82

RECOMMENDATION: In the next Agriculture Improvement Act (also known as the

Farm Bill), Congress should direct the Secretary of Agriculture to establish a robust
biodefense program in the Office of the Secretary. Congress should also amend the

FDA Reauthorization Act of 2017 (P.L. 115-52) to establish a robust biodefense program

in the Office of the Commissioner. Congress should make these programs responsible
for defense against biological events affecting plants and animals, defense against
biological attacks on food and agriculture, and protection of food and agriculture related
supply chains.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Agriculture

COMMITTEES: House Committee on Homeland Security

Senate Committee on Homeland Security and Governmental Affairs

Senate Committee on Agriculture, Nutrition, and Forestry
House Committee on Energy and Commerce
Senate Committee on Health, Education, Labor, and Pensions

N le Vi (o] (S Agriculture, Rural Development, Food and Drug Administration, and Related
SUBCOMMITTEES: RalEisES

Labor, Health, and Human Services, Education, and Related Agencies; Homeland
Security
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GOVERNMENT

FACILITIES
SECTOR

SECTOR DESCRIPTION

The Government Facilities Sector includes federal and SLTT government buildings and
is composed of three subsectors: (1) education facilities; (2) national monuments and
icons; and (3) election infrastructure.®® DHS and the General Services Administration
(GSA) are the designated sector specific federal agencies responsible for risk
management of the Government Facilities Sector.®

DISCUSSION

Unlike other critical infrastructure sectors, the Government Facilities Sector has been
dealing with biological threats since 2001. Envelopes and packages containing (or
suspected to contain) suspicious powders continue to be sent to government facilities.
Regardless, over the past decade, questions have arisen as to whether N95 masks should
be stockpiled and made available to employees, and whether preparedness and training
for response to biological attacks should continue. Some government facilities are also the
sites of mass gatherings that amplify the spread of a disease. Additionally, educational
institutions receive too little funding, and response plans often only involve sending
children home and using gymnasiums for disaster evacuation.

RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the Government
Facilities Sector Coordinating Council to develop and examine biological risk and threat
scenarios and determine what the sector can do to prevent the use of its assets to
perpetrate and exacerbate biological events.

RECOMMENDATION: Congress should amend Federal Property and Administrative Services
Act of 1949 (P.L. 152, Ch. 288, 63 Stat. 377/ 40 and 41 U.S.C.) to codify GSA biodefense
activities and direct the Administrator of the Government Services Administration to: (1)
create buying guides for products and services that agencies need to respond to biological
events; (2) develop Market Research as a biodefense service resource; (3) enable buyers to
procure non-Trade Agreement Act compliant essential products for biodefense; (4) provide
SLTT agencies access to GSA Multiple Award Schedules Purchasing Programs that would
apply to biodefense; (5) develop, compile, and provide biodefense acquisition information
and resources on acquisition platforms; and (6) develop, modify, and incorporate
biodefense standards in GSA custodial contracts in federally-owned buildings.®®
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Federal Protective Service, should establish a biodefense program for the Federal
Protective Service (FPS). For occupants of all federal facilities under FPS jurisdiction, the
Program should: (1) increase awareness of naturally occurring, accidentally released,
and intentionally introduced biological events; (2) provide biodefense training; (3) support
planning for sheltering in place, occupant emergency response, and evacuation; and (4)
conduct biological risk assessments of federal buildings under their authority and convey
the results to Congress annually.

RECOMMENDATION: Congress should amend the Homeland Security Act of 2002 (P.L. 107-
296, 116 Stat. 2135, 6 U.S.C. 298) to direct the Director of the Federal Protective Service
to: (1) develop, train, test, and evaluate procedures to respond to the use or suspected use
of biological agents in, and attacks on, federal buildings; (2) train all FPS law enforcement
personnel to respond to the use or suspected use of biological agents in, and attacks on,
federal buildings; (3) certify some FPS personnel as Hazardous Materials Technicians that
can deal with biological agents and materials; (4) direct local FPS chemical, biological,
radiological, nuclear, and explosive coordinators to develop relationships with responders
and planners that would respond to biological crises; and (5) support local biological
emergency preparedness, response, recovery, and mitigation efforts.®®

RECOMMENDATION: Congress should amend the Department of Education Organization Act
of 1979 (P.L. 96-88) to direct the Secretary of Education, in coordination with the Secretary
of Health and Human Services, to develop and implement guidelines for closing and
opening schools during biological events and provide resources on how to manage
educational requirements when prolonged absences due to quarantines prevent children
from physically going to school.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Homeland Security
COMMITTEES:

Senate Committee on Homeland Security and Governmental Affairs
House Committee on Transportation and Infrastructure

House Committee on Education and Labor

Senate Committee on Health, Education, Labor, and Pensions

0N (0] (S Homeland Security
SUBCOMMITTEES:

Financial Services and General
Government

Labor, Health and Human Services, Education, and Related Agencies
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HEALTHCARE AND

PUBLIC HEALTH
SECTOR

SECTOR DESCRIPTION

The Healthcare and Public Health Sector is composed of six nongovernmental
subsectors and two governmental subsectors. The six private subsectors are: (1) direct
patient care; (2) health information technology; (3) health plans and payers; (4) mass
fatality management services; (5) medical materials; and (6) laboratories, blood, and
pharmaceuticals.®” The two governmental subsectors are: (1) public health; and (2)
federal response and program offices.2HHS is the designated Sector-Specific Agency
responsible for risk management of the Healthcare and Public Health Sector.?®

DISCUSSION

All these subsectors have been involved significantly with COVID-19 response and all
were unprepared for the demands that this and previous pandemics placed upon them.
This sector needs more than just funding to ensure preparedness. Regarding hospitals, the
Commission previously recommended the establishment of a national stratified hospital
system for biodefense.®® The HHS Assistant Secretary for Preparedness and Response
piloted a regional hospital system addressing this recommendation before COVID-19
began,® but has yet to take further action. However, in response to COVID-19, hospitals
throughout the country also informally created a national stratified hospital system to treat
patients infected by Severe Acute Respiratory Syndrome coronavirus 2 (SARS-CoV-2). The
Centers for Medicare and Medicaid Services (CMS) further strengthened the system when
it approved reimbursement for COVID-19 treatment.®? %3

COVID-19, tuberculosis, and a host of other diseases reveal how weak the U.S. public
health system has become. When COVID-19 began to overwhelm hospitals and PPE
supplies ran short, the Strategic National Stockpile failed to provide enough needed
equipment. In addition, DOD often had to come to the aid of HHS to help with the logistics
of their response. While not ideal, the current state of the U.S. healthcare and public health
systems will likely require DOD support in responding to future biological events. DOD has
considerable resources and expertise that this sector and HHS simply do not.

RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of the
Cybersecurity and Infrastructure Security Agency, should work with the Healthcare and
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Public Health Sector Coordinating Council to develop and examine biological risk and
threat scenarios and determine what the sector can do to prevent the use of its assets to
perpetrate and exacerbate biological events.

RECOMMENDATION: The Administrator of the Centers for Medicare and Medicaid Services
should establish requirements for CMS to designate and approve reimbursement for novel
diseases within four weeks of the declaration of a public health emergency by the Secretary
of Health and Human Services or a national emergency by the President of the United States.

RECOMMENDATION: Congress should amend the Pandemic and All-Hazards Preparedness
Act of 2006 (P.L. 109-417) to direct the Department of Health and Human Services Assistant
Secretary for Preparedness and Response to provide Hospital Preparedness Program®
grants to reinforce this stratified hospital system, ensuring that the high-level hospitals are
able to treat patients with novel diseases and illnesses caused by biological threats.

RECOMMENDATION: Congress should amend Section 319 of the Public Health Service Act

of 1944 to (42 U.S.C. 201 et seq.) to direct the Secretary of Health and Human Services

to undertake a full-scale examination of the public health system. In carrying out this
mandate, the Secretary of Health and Human Services should seek input from SLTT public
health professionals, accredited schools of public health, public health associations, U.S.
Public Health Service professionals, DOD, Department of Interior, HHS, and USDA public
health agencies.

RECOMMENDATION: In the annually reauthorized National Defense Authorization Act,
Congress should direct the Secretary of Defense to update public health emergency
protocols and health protection conditions, develop scenarios involving naturally occurring
diseases and biological attacks, and reexamine DOD health protection condition levels,
taking historical biological events and these scenarios into consideration.

CONGRESSIONAL JURISDICTION
AUTHORIZATION House Committee on Homeland Security
COMMITTEES: Senate Committee on Homeland Security and Governmental Affairs

House Committee on Transportation and Infrastructure
Senate Committee on Commerce, Science, and Transportation
House Committee on Energy and Commerce

Senate Committee on Health, Education, Labor, and Pensions

N (0N (0] Labor, Health and Human Services, Education, and Related Agencies
SUBCOMMITTEES:

47



INFORMATION

TECHNOLOGY
SECTOR

SECTOR DESCRIPTION

The Information Technology (IT) Sector enables all other sectors to function and
provides the following: (1) IT products and services; (2) incident management
capabilities; (3) domain name resolution services; (4) identity management and
associated trust support services; (5) internet-based content, information, and
communication services; and (6) internet routing, access, and connection services.%
(Note that health information technology is also a private subsector of the Healthcare
and Public Health Sector.®®) DHS is the designated sector specific federal agency
responsible for risk management of the Information Technology Sector.’

DISCUSSION

Disruption of the IT Sector would negatively affect other sectors engaged in response to
a biological event since all sectors are dependent on the IT sector. Biological attacks and
cyberattacks could occur at the same time, each exacerbating the impact of the other.

Unfortunately, the healthcare and public health communities have not taken, or been able
to take, full advantage of available IT storage, retrieval, and transmission equipment and
systems. Partly this is due to lack of funding. Additionally, strong biodefense depends

on real time situational awareness, only made possible with standards, ontological
dictionaries, interoperability, and the ability to integrate distributed devices and large
servers, many of which are currently lacking.

Reliance on IT during COVID-19 led to a major increase in cyberattacks on IT infrastructure
throughout the pandemic.®®°° Even before the disease spread to the United States, the
high value of their data and low value placed on securing those data made the healthcare
systems vulnerable to cyberattacks.®®

The race to develop a vaccine for COVID-19 made the industry even more attractive to
hackers (including state actors)’ and many vaccine manufacturers faced high volumes
of cyberattacks°> % Numerous cybersecurity threats related to the COVID-19 vaccine

occurred, ranging from stealing data to sabotaging supply chains.'*
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The Office of the National Coordinator for Health IT (ONC),°> within HHS, coordinates
nationwide efforts to implement and use advanced health IT and data sharing. However, the
Office focuses on health more broadly and needs to focus more on public health to leverage IT
fully when addressing biological threats. More attention to the adoption of IT for public health
and to the exchange of information would improve readiness for the next biological event.

RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the IT Sector
Coordinating Council to develop and examine biological risk and threat scenarios and
determine what the sector should do to prevent the use of its assets to perpetrate and
exacerbate biological events.

RECOMMENDATION: The Secretary of Homeland Security, acting through the Director

of the Cybersecurity and Infrastructure Security Agency, and in coordination with the
Director of the FBI National Cyber Investigative Joint Task Force and the HHS Chief
Information Officer, should assess cyberthreats to healthcare and biomedical research
facilities before, during, and after a biological event. The assessment should: (1) examine
cyberattacks targeting these facilities during the COVID-19 pandemic; (2) identify major
cyber vulnerabilities of these facilities; and (3) provide recommendations and guidance to
eliminate vulnerabilities and strengthen cybersecurity of these facilities.

RECOMMENDATION: Congress should amend the Health IT for Economic and Clinical Health
Act of 2009 (part of the American Recovery and Reinvestment Act of 2009, P.L. 111-5) to
direct the Secretary of Health and Human Services to establish within the ONC a Chief
Public Health Officer responsible for ensuring that ONC serves as a resource for the
national public health system to: (1) support the adoption of IT to improve public health;
and (2) promote a nationwide public health information exchange to improve public health.
The ONC Chief Public Health Officer should advance population-based health; transform
public health; foster research, science, and innovation; and enhance the Nation’s public
health IT infrastructure.

CONGRESSIONAL JURISDICTION

N[0 PZ N[0\ House Committee on Homeland Security
COMMITTEES:

Senate Committee on Homeland Security and Governmental Affairs
House Committee on Energy and Commerce
Senate Committee on Health, Education, Labor, and Pensions

0TI F Homeland Security
SUBCOMMITTEES:

Labor, Health, and Human Services, Education, and Related Agencies
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NUCLEAR REACTORS,

MATERIALS, AND
WASTE SECTOR

SECTOR DESCRIPTION

The Nuclear Reactors, Materials, and Waste Sector (described in short as the Nuclear
Sector) is composed of and deals with: (1) nuclear power plants with commercial
reactors; (2) research, training, and test reactors; (3) deactivated nuclear facilities; (4)
fuel cycle facilities; (4) nuclear materials transport; (5) radioactive waste management;
and (6) radioactive materials.® DHS is the designated Sector-Specific Agency
responsible for risk management of the Nuclear Reactors, Materials, and Waste
Sector

DISCUSSION

Medical diagnostics tests and imaging use isotopes®® The United States imports more
than 90% of the medical isotopes it uses from a handful of reactors overseas™ and

it cannot be sure it will always be able to get the supplies the Nation needs."™ During
a pandemic, should tests and imaging that utilize medical isotopes prove useful in
identifying infections, global demand would skyrocket. As with some medicines and
essential medical supplies, the United States should not depend entirely on foreign
countries for all the medical isotopes it needs now and may need in the future.

As biological events spread, they overwhelm the ability of hospitals and other healthcare
facilities to understand and keep up with sterilization requirements. The Nuclear sector
could use the radiation facilities it possesses to sterilize medical equipment and food, and
study associated degradation.™

Additionally, some sector facilities possess high-powered equipment to examine nuclear
particles. This equipment could also examine proteins that make up viruses and other
microorganisms with atomic resolution." Information this granular could prove useful in
developing medical countermeasures that bind to specific proteins, limiting the ability of
these microorganisms to replicate.
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of the
Cybersecurity and Infrastructure Security Agency, should work with the Nuclear Reactors,
Materials, and Waste Sector Coordinating Council to develop and examine biological

risk and threat scenarios and determine what the sector can do to prevent the use of its
assets to perpetrate and exacerbate biological events.

RECOMMENDATION: Congress should amend the American Medical Isotopes Production Act
of 2012 (P.L. 112-239) to: (1) authorize and provide funds for the development of additional
research and test reactors in the United States and establish domestic production of more
medical isotopes and other radioactive sources needed for medical diagnostics; and (2)
develop a pandemic preparedness plan for the radioisotope industry."

RECOMMENDATION: The Secretary of Homeland Security, in coordination with the Secretary
of Energy, Secretary of Agriculture, and Secretary of Health and Human Services should
develop plans for the use of U.S. commercial and non-commercial nuclear facilities

to sterilize medical equipment and prepare to provide such assistance early during
biological events, before health care facilities are overrun with patients.

RECOMMENDATION: As part of the annual appropriations process, Congress should fund
those national laboratories and academic facilities that possess particle accelerators
to pursue immediately the use of high-powered equipment to examine proteins that
comprise viruses and other microorganisms so that they will be able to contribute to
national preparedness for and response to biological events.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Homeland Security
COMMITTEES:

Senate Committee on Homeland Security and Governmental Affairs
House Committee on Energy and Commerce
Senate Committee on Energy and Natural Resources

O[O\ Homeland Security
SUBCOMMITTEES:

Energy and Water Development, and Related Agencies
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TRANSPORTATION

SYSTEMS
SECTOR

SECTOR DESCRIPTION

This sector is composed of seven subsectors: (1) aviation; (2) highway and motor carrier;
(3) maritime transportation; (4) mass transit and passenger rail; (5) pipeline; (6) freight rail;
and (7) postal and shipping.™ DHS and DOT are the designated sector specific federal
agencies responsible for risk management of the Transportation Systems Sector.™

DISCUSSION

While COVID-19 and other diseases have taken advantage of air transit to spread
throughout the world, all conveyances can spread disease. Despite paying a great deal of
attention to the aviation subsector since September 11, 2001, TSA had few assets in place to
protect against the introduction of biological agents and diseases into the air transit system,
and fewer for other types of transit.

In response to biological threats against this Sector (and the Government Facilities Sector),
DHS deployed BioWatch equipment in major metropolitan transit systems in order to
detect a small set of biological agents.™ Unfortunately, the technology currently utilized
by BioWatch is insufficient and ineffective, leaving transit systems without adequate
biodetection. Major metropolitan areas (e.g., New York City) have conducted their own
research to examine biodetection in their subway systems and are moving forward on
their own. The DHS Science and Technology Directorate has also developed biological
detectors independent of the DHS Countering Weapons of Mass Destruction Office where
the BioWatch and BD21 programs reside.

TSA, FAA™ and CDC issued limited guidance regarding airports and airlines over the past
year™ TSA Federal Security Directors, airports, and airlines filled the void by making their own
policy decisions and implementing policies independently at the Nation’s airports.”® TSA claims
responsibility for securing the Nation’s transportation systems.?° The FAA retains responsibility
for aviation public safety.? Both agencies expect the CDC to take responsibility for
transportation-related public health, but the CDC is not authorized to regulate transportation,
and generally only addresses disease reporting and infection control for various conveyances
(including, but not limited to aviation). This means that none of these agencies are regulating
the airline industry to ensure the health of the traveling public.
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of the
Cybersecurity and Infrastructure Security Agency, should work with the Transportation
Systems Sector Coordinating Council to develop and examine biological risk and threat
scenarios and determine what the sector can do to prevent the use of its assets to
perpetrate and exacerbate biological events.

RECOMMENDATION: The Secretary of Homeland Security should direct the Administrator
of the Transportation Security Administration to address all conveyances equally with
regard to preventing and controlling the spread of disease throughout the Sector,

and work with important subsector-specific agencies and organizations, including

the Commandant of the U.S. Coast Guard (with regard to the maritime system), Chief
Executive Officer of Amtrak (with regard to passenger rail), the Postmaster General of the
USPS, and Chief Executive Officers of commercial carriers (e.g., UPS, FedEx) (with regard
to postal and shipping) to accomplish these objectives.

RECOMMENDATION: Congress should amend the Homeland Security Act of 2002 (P.L. 107-
296, 116 Stat. 2135, 6 U.S.C. 298) to mandate that the Secretary of Homeland Security,
acting through the Under Secretary of Science and Technology, obtain functional
biodetection technology and reinvigorate BioWatch by 2023 or put an end to this
program and any other acquisition program to replace BioWatch detectors (e.g., BD21).

RECOMMENDATION: Congress should amend the Homeland Security Act of 2002 (P.L.
107-296, 116 Stat. 2135, 6 U.S.C. 298) to direct the TSA, in coordination with the CDC and
FAA, to develop and issue public health regulations for aviation conveyances, so that
this element of the Transportation Systems Sector understands what they must do during
a biological event and acts uniformly. Congress should also amend the Department of
Transportation Act of 1966 (P.L. 89-670, 80 Stat. 931) to direct the DOT, in coordination
with TSA and CDC, ensure that public health regulations are developed for all other
conveyances similarly.

CONGRESSIONAL JURISDICTION

Uz Le]:{ P4y (0] IS House Committee on Homeland Security

COMMITTEES: Senate Committee on Homeland Security and Governmen-tal Affairs
House Committee on Transportation and Infrastructure

Senate Committee on Commerce, Science and Transporta-tion
Senate Committee on Banking, Housing, and Urban Affairs

P le) Ay (0] IS Homeland Security
SUBCOMMITTEES: Transportation, and Housing and Urban Development, and Related Agencies
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WATER AND

WASTEWATER
SECTOR

SECTOR DESCRIPTION

The Water and Wastewater Systems Sector is composed of: (1) drinking water
infrastructure; and (2) wastewater infrastructure.”” The EPA is the designated sector
specific federal agency responsible for risk management of the Water and Wastewater
Sector!®

DISCUSSION

Concerns remain regarding the introduction of biological agents into the Nation’s water
supplies. While drinking water treatment processes destroy most microbes, it is possible
to find or develop pathogens hardy enough to resist water treatment. Bad actors may
also attempt to disrupt water treatment processes. Additionally, not all water sources
are treated (e.g., rivers, lakes, ponds, oceans). Agencies that monitor the environment
test water sources for contamination but are often under-resourced and do not have the
capacity, capability, or technology needed to test for all pathogens.

Sewage can be monitored for the presence of pathogens prior to treatment. Testing of
sewage for the presence of COVID-19 is underway in the United States and overseas.?
Such testing can provide valuable information for biosurveillance (e.g., which strain of
a disease is present in which geographic areas, how much of the virus is present per
measure of volume), but it cannot tell how many people have a particular disease.
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RECOMMENDATION: The Secretary of Homeland Security, acting through the Director of
the Cybersecurity and Infrastructure Security Agency, should work with the Waste and
Wastewater Sector Coordinating Council to develop and examine biological scenarios
and determine what the sector can do to prevent the use of its assets to perpetrate and
exacerbate biological events.

RECOMMENDATION: For diseases that affect national security, Congress should amend
the Federal Water Pollution Control Act of 1948 (also known as the Clean Water Act,

33 U.S.C. 1251 - 1376) to direct the EPA,?® in coordination and cooperation with the
CDC to: (1) identify sensitive, standardized methods (such as those recommended in
the Commission’s Apollo Program for Biodefense'® report) to detect novel and other
diseases in wastewater; (2) develop, evaluate, and apply methods for concentrating
and quantifying novel and other diseases in wastewater; and (3) develop assays to
test wastewater. It should be feasible for wastewater treatment facilities throughout the
Nation to use these methods, both technologically and financially.

CONGRESSIONAL JURISDICTION

AUTHORIZATION House Committee on Natural Resources
COMMITTEES: Senate Committee on Energy and Natural Resources
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